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METHODS AND SYSTEMS FOR ATTACHMENT PROCESSING IN ASSOCIATION 

WITH ELECTRONIC MESSAGES 

BACKGROUND OF THE INVENTION 

Field of the Invention 

[0001] The present invention generally relates to methods and systems for wireless 
communication. The present invention more particularly relates to methods and 
systems for processing data through wireless communication media. 

Description of the Related Art 

[0002] Due to bandwidth limitations associated with wireless communications, it is 
desirable to minimize the size and volume of data traffic that flows through a wireless 
network. Electronic messages are typically transmitted between and among 
components in a wireless network. Electronic messages having associated 
attachments, however, can place stress on a wireless communication network by 
requiring and consuming excessive portions of wireless bandwidth. 
[0003] In a wireless network, an attachment associated with an electronic message 
is often too large (e.g., too many bytes in size) in view of bandwidth available for 
transmission of the attachment to permit effective delivery of the attachment to a 
recipient. Such attachments may be in the nature of, for example, spreadsheets, 
word processing documents, drawing or picture files, presentation slides, or other 
documents of a size that is not amenable to wireless communication. 
[0004] Unfortunately, the recipient of an electronic message is typically not notified 
when transmission of such an attachment is unsuccessfully attempted by a sender. 
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In addition, any text in the body of the electronic message associated with the 
attachment (e.g. the text of an e-mail message) may not be seen by the recipient, 
because the size of the attachment may have caused the entire electronic message 
to be denied transmission to the recipient. In summary, if a sender forwards an 
electronic message with an attachment through a wireless network, the wireless 
application will not strip the attachment from the message and send the text of the 
message. Typically, the electronic message is rejected in a manner that does not 
permit a recipient to see any text commentary that may have accompanied the 
attachment during transmission. 

[0005] What are needed, therefore, are methods and systems for processing 
attachments associated with electronic messages that permit a recipient to manage 
such attachments more effectively. What are also needed are methods and systems 
that permit a recipient to receive and process at least a portion of an electronic 
message in the event that delivery of an attachment is limited by available wireless 
bandwidth. Such improved methods and systems should promote recipient access to 
at least a text portion of an electronic message even when transmission of an 
attachment associated with the electronic message is not possible or permitted by 
the wireless network. 

[0006] What is lacking in the art is a gateway for wireless communication that can 
leverage active redundant components to achieve reliability and allow for growth and 
support of wireless communications, especially during unusually high volume periods 
of electronic message transmission. A gateway is also needed that can act 
substantially independently of the numerous wireless applications that can be 
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employed by the recipient of an electronic message with an attachment. This 
independence would alleviate the need to obtain direct access to modify application 
source code to address attachment processing needs. 

SUMMARY OF THE INVENTION 
[0007] The present invention discloses methods and systems for processing data 
in a wireless communication network. 

[0008] A method embodiment includes receiving at least one electronic message 
having at least one associated attachment; associating identifying indicia with the 
message according to the message characteristics; and using the identifying indicia 
to determine which portion of the message should be delivered to a recipient of the 
message. The method can also include transmitting a portion of the message, such 
as its text without any applicable attachments, to a wireless application of the 
recipient. This transmitted portion may include clear text and/or other data. The 
method may include stripping data, such as an attachment, from the message before 
sending the message to the user. In one aspect of the method, the user can 
determine that further processing of at least one of the stripped attachments is 
needed. This further processing can be accomplished by one or more of a plurality of 
subsystems. 

[0009] A system embodiment of the present wireless communication network 
includes a system for processing an electronic message having at least one 
associated attachment. The system includes a gateway structured with an internal 
network to receive electronic messages from either the Internet or a wireless data 
network. The gateway is also structured to identify each electronic message with an 
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indicia tag representative of at least one characteristic of the message. The gateway 
is further structured to transmit, or not to transmit, at least a portion of the message to 
a recipient according to the information contained in the indicia tag. 
[0010] Computer-readable media embodiments of the present methods and 
systems are also discussed herein. 

BRIEF DESCRIPTION OF THE DRAWINGS 
[0011] Figure 1 is a process flow diagram showing an overview of an embodiment 
of a method for processing an electronic message; 

[0012] Figure 2 is a schematic illustrating an overview of an embodiment of a 
system structured for processing an electronic message in a wireless communication 
network; 

[0013] Figure 3 is a schematic that illustrates more detailed structure of the 
gateway shown in Figure 2; 

[0014] Figure 4 is a schematic showing an example of an indicia tag for identifying 
an attachment in a wireless network in accordance with the present methods and 
systems; 

[0015] Figure 5 is a schematic showing an example of removal of an attachment 
and addition of an indicia tag to an electronic message in accordance with the 
present methods and systems; and, 

[0016] Figure 6 is a schematic that illustrates more detailed structure of the 
subsystems shown in Figure 2. 
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DETAILED DESCRIPTION 
[0017] A "wireless application" as used herein is any application that includes 
hardware, firmware, software and/or some reasonable combination thereof, which 
can be employed in connection with wireless communication. Examples of wireless 
applications include, but are not limited to, pagers, personal digital assistants 
(PDAs), wireless telephones, wireless computers, digital cameras, and digital 
cameras including self-contained web-cams. 

[0018] A "wireless data network" as employed herein can include any network of 
devices, systems, processes, data structures, hardware, software or other 
combination thereof that is structured to permit wireless communications between 
and/or among components or elements of the wireless data network. An example of 
one such wireless data network structured and suitable for use in accordance with 
the methods and systems discussed herein is a wireless data network marketed and 
sold in connection with the MOBITEX trade designation of Ericsson. 
[0019] An "attachment" as used herein includes any data or data structure that is 
capable of association with an electronic message. Examples of attachments 
include, but are not limited to, word processing files, spreadsheet files, presentation 
files, database files, graphic files, web pages, and hypertext links. 
[0020] The term "clear" as applied herein can be used in the context of data such 
as text, graphics and any other information to indicate data which is substantially not 
dependent on choice of a particular protocol (e.g. HTTP) for storage, transmission, 
display, and/or other electronic processing of the data. 
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[0021] As used herein, the terms "computer" and "computer system" include, but 
are not limited to, desktop computer systems, laptop computer systems, networked 
computer systems, wireless computer systems, and/or any combination of such 
systems. 

[0022] The term "computer-readable medium" is defined herein as understood by 
those skilled in the art. A computer-readable medium can include, for example, 
memory devices such as diskettes, compact discs of both read-only and writeable 
varieties, optical disk drives, and hard disk drives. A computer-readable medium can 
also include memory storage that can be physical, virtual, permanent, temporary, 
semi-permanent and/or semi-temporary. A computer-readable medium can further 
include one or more data signals transmitted on one or more carrier waves. 
[0023] Referring now to Figures 1 and 2, an overview is provided for one 
embodiment of the present methods and systems for processing data received by a 
recipient in a wireless communication environment. In step 2, an electronic message 
is transmitted to a gateway 14 from a source such as the Internet 12, for example, or 
another communications network. The gateway 14 processes the electronic message 
in step 4 based on certain characteristics of the electronic message. These 
characteristics can include the size and type of the electronic message, for example, 
and the kind and size of one or more attachments associated with the electronic 
message. In step 4, each attachment associated with the electronic message is 
processed by the gateway 14 provided with a substantially unique indicia tag that is 
derived from the kind and size characteristics, among other characteristics such as 
identifying information for the gateway 14, for example. 
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[0024] Subject to application of the indicia tag to the electronic message and the 
inclusion of any applicable attachments with the electronic message as identified and 
processed by the gateway 14, the electronic message is either (1) forwarded to the 
recipient with the attachments in step 6, or (2) transmitted to the recipient in step 8 
without the attachments but including the indicia tag applied by the gateway 14. 
[0025] In either situation provided by step 6 and step 8, the electronic message is 
forwarded to the recipient through a wireless data network 16. The wireless data 
network 16 can access one or more switches 18, which in turn communicate with one 
or more base stations 20. The recipient then receives the electronic message by 
employing a wireless application 22 in connection with one or more of the base 
stations 20. In step 1 0, the recipient can decide the further disposition of any 
attachments for which only indicia tag information has been transmitted in the 
electronic message. Examples of subsystems are discussed in more detail 
hereinbelow that can be accessed by the recipient to perform further processing of 
the electronic message and any associated attachments. 
[0026] As can be seen, the gateway 14 not only communicates with wireless 
applications for peer-to-peer communication, for example, but can also communicate 
with the Internet 12. Additional functionality of the gateway 14 can include a plurality 
of methods and systems for accessing conventional traditional wireline 
communication via wireless applications. Examples of this additional functionality 
include the following: an interactive voice response (IVR) system that allows two-way 
communications via a touch-tone phone; an interface that allows wireless application 
users to send faxes; an interface that enables users to send text-to-speech 
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messages to a telephone; an interface that provides scripts to access Internet-based 
information from a wireless e-mail application; and an extension to the HP4 (ACK 
Paging) protocol that allows two-way pager wireless communication with the gateway 
14. 

[0027] The gateway 14 can also provide wireless communications services to 
interactive messaging clients using a variety of conventional protocols. The gateway 
14 can provide peer-to-peer messaging services, which can include message 
delivery, delivery confirmation, and read confirmation. The gateway 14 can also 
provide Internet e-mail services, attachment processing, and user-selectable filtering 
and auto-forward for electronic messages. The gateway 14 is also structured for 
remote administration. Error logs and automatic reporting are available to alert 
administrators of system-level problems. Advanced communications support is 
provided to allow wireless users to send faxes, text-to-speech messages, and one- 
way pages, and to access the Internet or other networked communications 
environments. 

[0028] In addition, an application program interface (API) can be made available in 
connection with the gateway 14 to allow service providers to add other services and 
to allow for customized wireless applications. Users can be provided with an 
accompanying API guide that includes examples of how to use the API functions in a 
wireless application. If the customer wishes to program a wireless application to a 
lower communications level, a guide describing the complete Internet interface 
protocol can also be made available. Users can also correspond with other wireless 
applications such as other messaging units, without the need for wireless access 
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themselves, via a set of Internet interfaces provided into the gateway 14. These 
Internet interfaces can utilize, for example, socket technology, both in UDP and TCP 
protocol varieties, to provide users with methods and systems for interacting with 
other wireless application users from a central Internet-connected point. 
[0029] In connection with operation of the gateway 14, UDP and TCP socket API's 
can utilize a "push" paradigm for transmitting data to an Internet-connected user. 
Therefore, the user need not poll the gateway 14 looking for incoming data such as 
electronic messages. Instead, the gateway 14 can automatically transmit data and 
messages to the socket communication layer of the user. Upon the arrival of 
incoming data, the communication layer informs the client application via a 
conventional functionality such as an interrupt message queue, for example, that the 
user should apply a wireless application to pull data and messages from the socket. 
This approach allows the user of a wireless application to be free from concern about 
inbound data until data or messages are transmitted for processing. Functionally 
speaking, the socket interfaces provide the Internet-connected user with the ability to 
send messages to a wireless application, receive delivery and read confirmations, 
and obtain replies to previously transmitted electronic messages. It can be seen that 
two or more users connected to the wireless data network can communicate data 
and messages between and/or among each other through the gateway 14. It can be 
appreciated that electronic transmissions through the gateway 14 are fault-tolerant 
due to built-in retry logic that is applied to circumnavigate traffic volume issues 
presented by Internet access. 
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[0030] Referring now to Figure 3, an embodiment of a system for processing 
wireless communications is provided. The gateway 14 includes an internal network 
23 that interconnects one or more N Router machines (24A, 24B, 24C), one or more 
protocol handlers (26A, 26B, 26C, 26D), one or more message stores (27A, 27B), 
one or more user databases (28A, 28B), one or more mail routers (29A, 29B), and 
one or more subsystems 30. As shown, the N Router machines (24A, 24B, 24C) are 
connected to one or more switches (18A, 18B, 18C) which in turn provide 
connectivity for the gateway 14 to a wireless data network (not shown). The mail 
routers (29A, 29B) provide connectivity for the gateway 14 to the Internet 12. 
[0031] In this embodiment, with respect to the user of a wireless application, the 
gateway 14 can be considered a mailbox and an interface to the Internet 12. 
Electronic messages or data can be transmitted from the Internet 12 through one of 
the mail routers (29A, 29B) to a recipient with a wireless application such as a pager, 
for example. In one embodiment, the mail routers (29A, 29B) can handle inbound 
and outbound Internet traffic as well as X-Sockets traffic. In another embodiment, a 
separate X-Sockets machine, with or without backup, can be added to the gateway 
14. 

[0032] The gateway 14 receives the transmitted data in one of the message stores 
(27A, 27B) and applies one of the protocol handlers (26A, 26B, 26C, 26D) to identify 
the wireless protocol necessary to deliver the message to the intended recipient. An 
unlimited number of protocol handlers (26A, 26B, 26C, 26D) can be used. In 
different embodiments of the present methods and systems, each protocol handler 
(26A, 26B, 26C, 26D) can have up to five protocol processes, which can comprise, 
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for example, any combination of HP98, HP99, or HPID-4 processes. In other 
embodiments, the protocol handlers (26A, 26B, 26C, 26D) communicate with the N 
Router machines (24A, 24B, 24C) and the user databases (28A, 28B) using X- 
sockets. In at least one embodiment, message store (27A, 27B) functions and 
Internet 12 access are handled via NFS. 

[0033] Through its connection with the wireless data network, the gateway 14 can 
determine whether or not the intended recipient is active on the wireless data 
network. Once the wireless application associated with the intended recipient is 
available, the gateway 14 delivers the message from the message store (27A, 27B, 
27C) through the N Router machine (24A, 24B, 24C) to the intended recipient. 
Likewise, when a user sends data or an electronic message from a wireless 
application through the wireless data network, the gateway 14 receives the data 
through one of the N Router machines (24A, 24B, 24C) and either delivers it to 
another user connected on the wireless data network or transmits the data to the 
Internet 12. 

[0034] The user databases (28A, 28B) can be employed in the gateway 14 to 
perform certain functions. The user databases (28A, 28B) check user access to the 
gateway 14 to verify whether the user is a valid subscriber and can permit signatures 
to be associated with data and messages of a given user. Billing records and 
account reconciliation can be performed by these databases (28A, 28B). The 
gateway 14 also maintains a profile feature with these databases (28A, 28B) that 
permits the gateway 14 to receive instructions regarding forwarding and filtering of 
data and messages received by a wireless user. 
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[0035] Referring now to Figures 4 and 5, in its operation to process electronic 
messages, the gateway adds an indicia tag (42, 42B, 42C) to each message 44 
which is indicative of the message and its attachments. The gateway provides an 
indication 46 in the body of the message 44 of receipt of one or more attachments 
48,50 and permits the user/recipient to control further disposition of the message 46 
and its associated attachments. For example, an e-mail with an attached word 
processing document is transmitted to a user with a pager connected to the wireless 
data network. The recipient receives an indication on the pager with the text of the e- 
mail and indicia that identify whether or not the word processing attachment was 
stripped from the e-mail by the gateway. The gateway can have predetermined logic 
that defines whether or not an attachment should be stripped from a transmitted 
electronic message. This logic can include criteria such as file size or file type, for 
example, to determine whether to transmit an attachment to a user on the wireless 
data network or to retain the message in storage within the gateway. 
[0036] The gateway applies a unique identifier 52 in each indicia tag 42 for each 
message 44 processed through the gateway. The unique identifier 52 can be based 
on any number of factors such as the time and date the message was received by 
the gateway. A counter 54 can be added to the unique identifier to differentiate 
between and among messages and data received substantially simultaneously by 
the gateway. This unique identifier 52 can be coupled with other information 
associated with the attachments 48,50 of an electronic message 44 such as file size, 
file type, file name and gateway data, for example. 
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[0037] Referring now to Figure 6, when a user receives a message that one or 
more portions of an electronic message have been stripped by the gateway 14, the 
user can determine further processing for the stripped information by accessing the 
subsystems 30 of the gateway 14. The subsystems 30 can include, for example, the 
following functions connected or connectable to the gateway 14: a computer 62 for 
receiving, storing and/or displaying the attachment; a fax machine 64 for faxing 
and/or printing the attachment; a database 66 associated with an Internet site for 
storing the attachment (e.g., a commercial e-maii service provider); a phone 68 for 
speaking the message and/or attachment via text-to-speech through a receiver of the 
phone 68; and a printer 70 for printing the attachment. In the process of forwarding 
the message to one of these functions, the gateway 14 accesses the indicia 
information (discussed above) stored on the message and/or attachment. 
[0038] One benefit of this arrangement is that the full message and/or attachments 
need not be transmitted over the wireless bandwidth to the user on the wireless data 
network. The message and/or attachments are stored in an appropriate location on 
the gateway 14 awaiting the decision of the user as to their further disposition. 
Subject to criteria including file size, only the identifying indicia related to the 
message and/or attachments are transmitted by wireless communication to the user 
on the wireless data network. 

[0039] Examples presented herein are intended to illustrate potential 
implementations of the present wireless communication method and system 
embodiments. It can be appreciated that such examples are intended primarily for 
purposes of illustration. No particular aspect or aspects of the method and system 
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embodiments described herein are intended to limit the scope of the present 
invention. For example, it can be appreciated that a particular choice of 
nomenclature for indicia tags applied by the present wireless communication 
methods and systems are only for illustration purposes. 

[0040] It can be appreciated that, in some embodiments of the present methods 
and systems disclosed herein, a single component can be replaced by multiple 
components, and multiple components replaced by a single component, to perform a 
given function. Except where such substitution would not be operative to practice the 
present methods and systems, such substitution is within the scope of the present 
invention. 

[0041] Whereas particular embodiments of the invention have been described 
herein for the purpose of illustrating the invention and not for the purpose of limiting 
the same, it can be appreciated by those of ordinary skill in the art that numerous 
variations of the details, materials and arrangement of parts may be made within the 
principle and scope of the invention without departing from the invention as described 
in the appended claims. 
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